import requests
import json
import sys
import time

# Disable warnings for SSL Certificate (avoid in production if possible)
requests.packages.urllib3.disable_warnings()

# BMC Configuration
bmc_ip = "your_bmc_ip"
bmc_user = "your_bmc_user"
bmc_pass = "your_bmc_pass"

# Redfish Base URLs
redfish_base_url = f"https://{bmc_ip}/redfish/v1"
session_service_url = f"{redfish_base_url}/SessionService/Sessions"
systems_url = f"{redfish_base_url}/Systems"

# Function to handle Redfish requests with retries
def redfish_get(url, headers, max_retries=3, retry_delay=2):
    for attempt in range(max_retries):
        try:
            response = requests.get(url, headers=headers, verify=False)
            response.raise_for_status()  # Raise an exception for HTTP errors
            return response.json()
        except requests.exceptions.RequestException as e:
            if attempt < max_retries - 1:  # Retry if not the last attempt
                print(f"Error fetching {url}: {e}. Retrying in {retry_delay} seconds...")
                time.sleep(retry_delay)
            else:
                raise  # Raise the exception if all retries fail

# Create Redfish Session and get X-Auth-Token
session_payload = {"UserName": bmc_user, "Password": bmc_pass}
try:
    response = requests.post(session_service_url, json=session_payload, verify=False)
    response.raise_for_status()
    auth_token = response.headers.get("X-Auth-Token")
    session_location = response.headers.get("Location")
except requests.exceptions.RequestException as e:
    print(f"Failed to create Redfish session: {e}")
    sys.exit(1)

auth_headers = {"X-Auth-Token": auth_token}

# Get System Information
try:
    systems_data = redfish_get(systems_url, auth_headers)
except requests.exceptions.RequestException as e:
    print(f"Failed to get system information: {e}")
    sys.exit(1)

# Use the correct system URL (confirm from the system list)
system_url = "/redfish/v1/Systems/System.Embedded.1"

# Get Storage Information for the system
try:
    storage_data = redfish_get(f"{redfish_base_url}{system_url}/Storage", auth_headers)
except requests.exceptions.RequestException as e:
    print(f"Failed to get storage information: {e}")
    sys.exit(1)

# Iterate through Storage Controllers and count RAID controllers
raid_count = 0
for storage_controller in storage_data.get("StorageControllers", []):
    controller_url = storage_controller["@odata.id"]
    try:
        controller_data = redfish_get(f"{redfish_base_url}{controller_url}", auth_headers)
        if "RAID" in controller_data.get("Name", ""):  # Basic RAID detection
            raid_count += 1
    except requests.exceptions.RequestException as e:
        print(f"Failed to get controller details: {e}")

# Evaluate RAID configuration
if raid_count == 1:
    print("Exactly one RAID disk found. Proceeding with the installation.")
elif raid_count == 0:
    print("No RAID disk found. Failing the task.")
    sys.exit(1)
else:
    print(f"Multiple RAID disks found: {raid_count}. Failing the task.")
    sys.exit(1)

# Delete the Redfish Session
try:
    delete_response = requests.delete(f"{redfish_base_url}{session_location}", headers=auth_headers, verify=False)
    delete_response.raise_for_status()
    print("Session deleted successfully.")
except requests.exceptions.RequestException as e:
    print(f"Failed to delete session: {e}")
